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RACF enhancement requests
The UK GSE Enterprise Security Working Group requests that the following enhancements be made to RACF. 

Summary

Following discussions in working group meetings the UK GSE Enterprise Security Working Group requests IBM to make some enhancements to RACF. These enhancements are in support of the following aims,

· maintaining accurate and consistent documentation regarding the use of security definitions,
· providing better forensic capabilities within the database,
· providing diagnostic assistance with security problems and issues and,
· providing the ability to tie instances of the execution of specific RACF commands to change requests.

There are three requests here which are quite distinct, but each of which has been considered and is explained in some detail. Please note that some of the implementation details are missing, and the specifics of parameter names are probably not significant. It is the principles that are significant.
Request 1: Document and log each instance of command execution
This request is about providing a field on each and every RACF command which causes changes to the RACF database. (This is a repeat request of MR112706388 made by Mark Nelson on behalf of Rick Dudarenko of CFS on 27 November 2006.)
Detail

Provide a "WHY" Keyword on RACF Commands

Create a keyword for each of the RACF commands to record why a command was issued. For example:

CO  USERX  GROUP(TESTGRP)  WHY(SRM123456)

PE  "ABC.EFG.**'   ID(GROUPX)  ACC(U)  WHY(OBR112354)

where  the value in WHY (say SRM123456) could be associated with an Incident, Task, Project etc. - recorded in Problem / Change / Configuration & Project Management systems.

Justification

We have been supplied excellent RACF tools to help with answering "Who has access to what?" and "What did they do?" - IRRDBU00 & IRRADU00.

The ability to record the reason for issuing a RACF command (via SMF) would enable us to complete the picture.

This facility would be of great benefit for Audit, Compliance and Regulatory purposes.

The contents of the WHY field should be stored in the SMF record only for the command.
Note: There would be little value in storing this information in the RACF database as the access to a specific RACF resource may be modified many times in a short period of time - at best it would give a reason for the latest modification.

Other Controls

To enhance this function, could there be a FACILITY class resource, say FACILITY(IRRWHY.BYPASS.**), which would be used to determine whether an individual/group was forced to complete the WHY keyword when issuing a RACF command. The default access would be NONE which would signify that the WHY(----) field must be completed.

Any access greater than NONE would signify that the issuer of the RACF command is not forced to supply the WHY(---) value - in this case a default value would be used.

Granularity

An extended FACILITY class resource could be used to enforce the mandatory supply of the WHY(---------) value when related to a specific RACF command e.g. FACILITY(IRRWHY.BYPASS.CONNECT.**).

Ultimate control of the WHY(-----) keyword could be enforced by the use of a FACILITY class profile in the form:  

FACILITY(IRRWHY.BYPASS.cccccccc.xxxxxxxx.aaa.bbb)   where

cccccccc    =  The RACF Command

xxxxxxxx  =  The RACF Resource Class

aaa.bbb     =  The RACF Resource Name

e.g. PERMIT IRRWHY.BYPASS.PERMIT.DSNADM.DB2X.SYSADM CLASS(FACILITY) ID(*) ACC(N)     controls WHY(-----) in command .....

PERMIT  DB2X.SYSADM  CLASS(DSNADM)  ID(DBAADM) ACC(R)
(Command Rejected)
PERMIT  DB2X.SYSADM  CLASS(DSNADM)  ID(DBAADM) ACC(R) WHY(SRM12345)
(Command Accepted)
This example would control who was forced to supply a WHY(------) value when issuing a PERMIT command against the class DSNADM and resource DB2X.SYSADM - in this particular case the answer would be everybody.

SETROPTS Controls

SETROPTS settings could be used to:

1. Switch the use of the WHY function ON & OFF - SETROPTS(WHY),

SETROPTS(NOWHY)
the default set to NOWHY.

2. Set the Default value of WHY -

SETROPTS(WHYDEFAULT(xxxxxxxxxxxxxxxxxxxx))

to be used when SETROPTS(WHY) but the user is not forced to supply a value to WHY(---------)   . 

Request 2: Maintaining documentation within the RACF database

This request is about providing new fields in RACF profiles which describe and document entries in repeat groups in profiles. The entries needed are for access list entries, and for user to group connections.
Detail

The specifics of this requirement are as follows.
1. Provide new fields in access lists in resource profiles.

a. For each repeat group entry in a resource profile (i.e. for each access list entry and conditional access list entry) provide fields to store the following,

i. USERID of the user who added the access list entry.

ii. Date and Time the entry was added or modified.
iii. A Field to hold documentation against that entry. It is envisaged that this field will hold information as to why the access list entry is required to exist.

b. Provide updates to the PERMIT command to automatically update the first two fields above.

c. Provide updates to the PERMIT command to specify the contents of the documentation field. For example the following syntax might be used,

i. PERMIT ‘SYS1.PAGE.**’ ID(SYSPROGS) ACCESS(ALTER) DOC(‘Allow system programmers to create new page data sets’)

d. Provide for these three new fields to be displayed using the RLIST and LISTDSD commands.

2. Provide new fields in connection entries in USER profiles
a. For each repeat group entry in a USER profile (i.e. for each connection) provide fields to store the following,

i. USERID of the user who added this connection.

ii. Time that the connection was made. (The Date is already held.)
iii. A Field to hold documentation against that entry. It is envisaged that this field will hold information as to why the connection entry is required to exist.

b. Provide updates to the CONNECT command to automatically update the first two fields above.

c. Provide updates to the CONNECT command to specify the contents of the documentation field. For example the following syntax might be used,

i. CONNECT JOSMITH GROUP(ALLDEV) AUTH(USE) DOC(‘Joe Smith is an applications developer’)
d. Provide for the new fields to be displayed when using the LISTUSER command.

e. Provide for these new fields to be (optionally) displayed when using the LISTGRP command. Include the connect date in this set of fields.
Notes

1. The aim of the User/Date/Time fields is that these should not be modifiable using standard RACF commands but should be populated automatically by the commands.

2. We note that there is already a field within each Connection entry for each user which is known as the “Connection Owner”. However, this field is modifiable. As stated above, the aim of these changes is to ensure that the Date, Time and USERID involved in a PERMIT or CONNECT command is recorded accurately and is not subject to subsequent arbitrary change. Hence if a system wide setting was provided which prevented the Connect-Owner field being set independently (i.e. it disabled the OWNER parameter on the CONNECT command) this would meet the requirements of 2.a.i above.

Request 3: Avoid data loss from commands that remove data

This request is about ensuring that data removed by commands which cause data deletion (either by profile deletion, or by repeat group entry deletion) is still able to be examined.

Justification

Frequently security changes are requested, approved and executed and then it is found that there is some unexpected effect. The aim of this request is to enable the logical deletion of data, rather than the physical deletion of data, within the RACF database. 

Detail

This request is perhaps less detailed that the previous two requests. 
1. The aim here is to avoid the deletion of profiles and entries in repeat groups when the following commands are executed,

DELDSD, RDELETE, DELUSER, DELGROUP, REMOVE and PERMIT (when used with the DELETE option)
Rather than physically removing the data from the database, the entry should be left in place and marked as logically removed. The time and date of deletion should be marked, and also the userid used to make the change.
2. The commands which list profiles should be altered to show these logically deleted profiles or parts of profiles when the parameter SHOW(DELETED) is specified, and also indicate that the entries are logically deleted.

The commands in question are,

LISTUSER, LISTGRP, LISTDSD, RLIST, SEARCH

3. A batch update program would also be supplied which could be used to remove “old” profiles and entries past a given date.

This program would be needed to ensure that the database does not grow ever larger over time. The age of data to be removed, as well as the type of data should be selectable via parameters.

4. A system wide SETROPTS setting should be available to enable this entire process, e.g.

SETROPTS  LOGICALDELETE ¦ NOLOGICALDELETE
Notes

1. There are some issues with deciding what should occur if an attempt is made to re-create data which has been previously deleted. Further thought and analysis is needed for this. Perhaps a base principle should be that logically deleted data should never impede the normal operation of RACF commands.
2. It would be useful if data which was logically deleted could be displayed in a different colour (or greyed-out). However, this might be stretching the TSO command interface too far.

3. The commands RACDCERT and RACLINK have been left out due to potential perceived complexity. However, if they can be accommodated then this would improve function.

4. The management of data in segments other than the base segment has been left out. If non-base segments could also be accommodated then this would be very advantageous.
Summary
We believe that these modifications will provide the capability of making the RACF database self-documenting. It will enhance the ability of RACF administrators to maintain a tidy database, and identify the cause of security anomalies. It will also provide the necessary links to normal change management processes and change management software.

We see these changes providing major benefits to RACF administrators, RACF auditors and RACF analysts.

Lennie Dymoke-Bradshaw, IBM
for the UK GSE Working Group
14 February 2014
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